Legal Update

and
Prognostication

Protecting Library Patron Privacy

Sunday Nov. 16, 2008

4:45 pm — 6 pm Convention Center Room A2

Mary Minow

San Jose, CA LibraryLaw.com



e | egal information

e NOt legal advice!




Patron Privacy and the Law
Today and Tomorrow

Law today

Policies

Changing Internet Landscape

New Administration — Prognostication



48 State Laws
protect library records
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Hawaii and Kentucky have Atty Gen. opinions
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California Law Protects Patron Privacy
Library Registration and Circulation Records

All registration and circulation records
shall not be disclosed

California Govt Code Sect. 6267




Exceptions

(a) Administration of library

(b) Individual authorizes in writing

(c) By order of appropriate superior court

California Govt Code Sect. 6267



California: Withhold Other Records

... Or In particular case, public interest
served by not disclosing the record
clearly outweighs interest served by
disclosure

California Govt Code Sect. 6255



American Library Association
Model Library Privacy Policy

e Notice

e Choice & Consent

e Access by Users

e Security & Data Integrity
e Enforcement



Aspirational policies not enough

In less than 15 minutes, on a
Somon ol system the library thought was
S secure, | found resumes with phone
numbers, addresses of references

[Z-Stop cyberstalkers
[T Banish telemarketers
% Keep the Feds at bay

... SSN#, pregnancy details...browser
history, cookies

...Computer Privacy

AN NOYANCES Goldmine if | was a stalker, identity

How to Avoid the MostAnnoying Invasions

of Your Personal and Online Privacy th I ef O r j USt yO u r ave rag e

2005.. Dan Tynan__ psychopath...

Dan Tynan went to local library and...



Tynan’s advice to readers

“Don’t take the
librarian’s word
that your privacy
IS protected

...Computer Privacy

ANNOYANCES

How to Avaid the MostAnnoying Invasions
of Your Personal and Online Privacy

2005 DpanTynan _ S i t m ay n Ot b e "




Does your library disclose
circulation records?
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Changing Web Landscape and
Evolving Internet Use

: Chat

My record and
personalization

: Children online
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EL:F - keeping t

Home

User Services

‘ The purpose of EIf is to help people reduce your overdue fines and to consclidate yvour library
Sign-In ' accounts. Once you have signed up, EIf will email you before vour library items are due. It also lets
wou know when yaour holds are ready and when they are about to expire. Loan information is
displayed in a calendar format which gives you a quick way to zee the overall status of your library

My Library Record, Personalization
and PINS sign-tn]

Sign Up,/Help
Sign Up
FAQ
List of Libraries
Demo

Services
Tell-a-Friend

Other
Bestseller Lists
What's New
Testimonials
About EIf

Search Titles:
Amazon.com
Amazon.ca
Amazon.co.uk
Barnes & Noble.com

Is it “disclosure”

accounts.

Sample Email Notice (Available in HTML format only.]
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May children type in book reviews etc.
online at library website?

Federal law requires
parental consent for
commercial services
children under 13

Children's Online Privacy Protection Act (COPPA)



Next Administration

“"WE DON'T LIKE
FEDERAL AGENTS
POKING AROUND
OUR LIBRARIES
IN THE RED
STATES.™

Sen. Barack Obama

2004 Democratic Convention




SATURDAY, NOVEMBER 15, 2008 | 68 DAYS UNTIL INAUGURATION : )ATES:  Email Address '

.‘1 7 ﬁ:s: CHAN GE G Ov “Today we begin in earnest the work of making sure that the world we

leave our children is just a little bit better than the one we inhabit today.”

K“ Hél! f'& g |1‘|ka: Iit' D |.. ECT . lect Ba

R esld =l

HOME NEWSROOM BLOG LEARN AGENDA AMERICAN MOMENT AMERICA SERVES OB ABOUT SEARCH

AGENDA « TECHNOLOGY UPCOMING EVENTS

"Let us be the generation that reshapes our economy to Of the People, By the People r “
compete in the digital age. Let's set high standards for There is no more important THE INAUGURATION

resource for changing the direction
of this country and defining the

succeed. Let's recruit a new army of teachers, and give [ERSEERLEIRUNSHECERIEELT
i than the American people.

our schools and give them the resources thev need to JANUARY 20, 2009 & WASHINGTON, DC

them better pay and more support in exchange for more

accountability. Let's make college more affordable, and Tell us your ideas and be part of the

change you're looking for, THE AGEMDA

let's invest in scientific research. and let's lay down

broadband lines through the heart of inner cities and SUEMIT YOUR IDEAS
Revitalizing the Economy

nural towns all across America.”
Ending the War in Irag

Strengthen privacy protections for digital age
hold government accountable for violations of
personal privacy.

Barack Ubama anad Joe biden understand the tmmense ransrormanvea poWeEr O [echnology and MUORE 155UES

ership

mnovation and how they can improve the ives of Americans. Thev will work to ensure the full and

free exchange of information through an open Internet and use technology to create a more
. YOUR ADMIMISTRATION
transparent and connected democracy. They will encourage the deplovment of modern




Obama Administration?

e Centrist

—Intelligence advisors
Republicans, centrist
Democrats

e Compromised on FISA

—stops warrantless
surveillance but
expands wiretapping,
retroactive immunity

e Rule of law, Constitution
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