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Legal Disclaimer

• Legal information

•Not legal advice!



Patron Privacy and the Law
Today and Tomorrow

Law today

Policies 

Changing Internet Landscape

New Administration – Prognostication



48 State Laws 
protect library records

www.ala.org/alaorg/oif/stateprivacylaws.html

Hawaii and Kentucky have Atty Gen. opinions

New:

VT & CT   from 
permissive to required; 
VT parental exception

OR add email 
addresses

WI some surveillance 
tapes not confidential

WY  from circulation 
records to “patron 
transaction records”



California Govt Code Sect. 6267

California Law Protects Patron Privacy 
Library Registration and Circulation Records

All registration and circulation records  

shall not be disclosed



Exceptions

(a) Administration of library

(b) Individual authorizes in writing

(c) By order of appropriate superior court

California Govt Code Sect. 6267

CONSENT

A SUBPOENA is  

not a court order 

unless signed by  

judge



California: Withhold Other Records

… or in particular case, public interest 
served by not disclosing the record 
clearly outweighs interest served by 
disclosure

California Govt Code Sect. 6255



Policies

• Notice
• Choice & Consent
• Access by Users
• Security & Data Integrity
• Enforcement

American Library Association 
Model Library Privacy Policy

• INITIAL LIMITATION ON COLLECTION, RETENTION



Aspirational policies not enough

In less than 15 minutes, on a 
system the library thought was 
secure, I found resumes with phone 
numbers, addresses of references 

… ssn#, pregnancy details…browser 
history, cookies 

Goldmine if I was a stalker, identity 
thief or just your average 
psychopath…

2005

Dan Tynan went to local library and…



“Don’t take the 
librarian’s word 
that your privacy 
is protected 

– it may not be”2005

Tynan’s advice to readers



Does your library disclose     
circulation records? 

Look, honey! 
Our neighbor 
has a book on 

bankruptcy

Law – Need Consent

Policy – Offer Choice



Changing Web Landscape and 
Evolving Internet Use

Chat

My record and 
personalization

Children online

CONSENT



Library Privacy Policy / Yahoo Privacy Policy



Library Privacy Policy / Yahoo Privacy Policy

Warn users when 
they leave library site?

You are leaving the 
library’s website. 

Be aware there are 
limits to the privacy 
protection the library 
can provide.



RSS feeds of books due

My Library Record, Personalization   
and PINS

Is it “disclosure” if PIN is very weak?



May children type in book reviews etc. 
online at library website?

Federal law requires 
parental consent for 
commercial services
children under 13

Children's Online Privacy Protection Act (COPPA)



"WE DON'T LIKE 
FEDERAL AGENTS 
POKING AROUND 
OUR LIBRARIES 
IN THE RED 
STATES.“

Next Administration

Sen. Barack Obama

2004 Democratic Convention



Strengthen privacy protections for digital age …
hold government accountable for violations of 
personal privacy.



Obama Administration? 
• Centrist

– intelligence advisors 
Republicans, centrist 
Democrats

• Compromised on FISA  
– stops warrantless 

surveillance but 
expands wiretapping, 
retroactive immunity 

• Rule of law, Constitution
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