Library Systems Privacy Inventory

Circulation and Borrower Records

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Patron database
	
	
	
	
	

	Circulation transactions
	
	
	
	
	

	Fines and other billing
	
	
	
	
	

	Document delivery
	
	
	
	
	

	ILL transactions
	
	
	
	
	

	Electronic reserves
	
	
	
	
	

	
	
	
	
	
	


OPAC and System Services

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Search histories saved beyond a session
	
	
	
	
	

	Saved searches and bibliographies
	
	
	
	
	

	Automated search profiles (SDI searches)
	
	
	
	
	

	User profiles or "My library" settings
	
	
	
	
	

	Emailed and downloaded data
	
	
	
	
	

	OPAC activity logs
	
	
	
	
	


Reference Services

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Reference queries by email
	
	
	
	
	

	Reference queries by chat
	
	
	
	
	


Library Web Site

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Web server logs
	
	
	
	
	

	Proxy server logs
	
	
	
	
	


Public Workstations

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Browser cache and history
	
	
	
	
	

	Cookies and certificates
	
	
	
	
	

	Login information
	
	
	
	
	

	Sign-up sheets or systems
	
	
	
	
	


Remote & Licensed Services

	Data
	What data is recorded?
	Where is it located?
	Who has access?
	How long is data kept?
	Recommendations

	Authentication for library computers
	
	
	
	
	

	Patron authentication from home
	
	
	
	
	

	Personalization services
	
	
	
	
	

	Statistics and other reports
	
	
	
	
	


